[bookmark: _nyfye65fp6kx][bookmark: _sbv8wtn672sc]Advanced System Outage - Information Governance (IG) Guidance for Adult Social Care Providers

[bookmark: _4rue4uye01w1]Background 

As we advised in our update posted on the Digital Social Care website, Advanced, a third-party software supplier, has advised us that they have been subject to an external cyber attack. Advanced has confirmed to customers that this is as a result of a ransomware attack in an update posted on their website.  

Advanced has also published an update for each service on their website.  

While an investigation is carried out Advanced has isolated all services and taken them offline to mitigate the risk of further impact. This means that their customers will have lost access to a number of different systems.
 
The affected systems are:

· Caresys – a care home management software
· Crosscare – a clinical management system for hospices and private practice
· Staffplan – a care management software
·  eFinancials – a financial management software
 
There has been no immediate cyber security threat to NHS or adult social care systems identified as a result of this ransomware attack. The attack was not targeted against the NHS or any specific organisation, rather the third-party software provider. While Advanced works to resolve the availability of their software caused by this cyber incident, the NHS immediately put in robust defences to protect our own networks – this is in line with cyber security advice. 
 
The National Cyber Security Centre is supporting Advanced with the investigation and response to the cyber-attack. The priority is the knock-on impact of the systems listed above being offline for affected providers, particularly where this relates to access to care records and financial systems.

There is an ongoing investigation into the attack both looking at the cause and potential impacts around cyber and data security. Advanced has advised “With respect to potentially impacted data, our investigation is underway, and when we have more information about potential data access or exfiltration, we will update customers as appropriate. Additionally, we will comply with applicable notification obligations.”
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[bookmark: _wd17lo11louu]What are the potential IG impacts and what should I report? 

There are several different potential impacts. How these should be reported are set out below. If there is an impact upon the availability of the data, you should have reported what you knew at the time of the attack. If you haven’t done this, you should do so as soon as possible as set out in this guidance. You may have to submit more than one report if things change. This guidance will be updated if we become aware of any significant change at a national level. 
[bookmark: _bbci6j8sb84m]Cyber incident
Advanced is responsible for notifying you, as their customer, about the attack and impact upon service if one of your systems has been impacted. Advanced has informed the Information Commissioner’s Office (ICO) about the attack so you do not need to separately report this. If there is an impact upon the availability of data you may need to report this as an adequacy breach (see below).The ICO is the UK’s independent body set up to uphold information rights.  
Availability of data
If data has been made unavailable as a result of the cyber attack, this may be considered an adequacy breach and you should report this via the Data Security and Protection Toolkit (DSPT) (see below). 
The rating you give will depend on the system which has been impacted. For example a high rating would be likely for a situation where your care data is unavailable and this has led to difficulties in providing care because you do not have access to an individual’s record.
[bookmark: _ykuh2zepavdf]How should I report an adequacy breach?

You must report any adequacy breach in line with your local incident reporting procedure. Your local reporting procedure may involve completing a form or notifying senior staff. 
All Care Quality Commission (CQC) registered providers should also report this adequacy breach on NHS Digital’s reporting tool, which can be accessed via the Data Security and Protection Toolkit. If you are not registered, you can do so on this website. This will ensure that we can monitor the impact nationally. Once you are signed in, you should look for the "report an incident" menu link.  The tool will guide you through a number of questions, for example, what has occurred, when the attack occurred and the severity of the impact.  
Once you have reported it on the toolkit, you must also report it to the ICO. You should use the data breach reporting form on the ICO website at and send your breach report form to the dedicated inbox at Advanced@ico.org.uk
[bookmark: _3mf8jo3af3ki]When should I report this adequacy breach?
You must report any adequacy breach immediately and within 72 hours of becoming aware of it. You may not have reported the adequacy breach because you did not recognise that an adequacy breach includes instances where there is an impact on the availability of personal data. If this is the case you should report the adequacy breach as soon as possible. 
[bookmark: _yl6z6h2t67o2]Do I need to inform service users about this adequacy breach?
Where people drawing on care are impacted, you should consider making them aware and you will need to assess the best way to do this. If you think a person may not have the capacity to understand the impact, you should inform their power of attorney (or if appropriate a named deputy). You should take into account the following:

For issues relating to the availability and accuracy of the data you could make information available on your website or noticeboard.  We have included some template text for you to use below.

If there are higher than average calls coming in then consider including a message on your phone system to inform callers that it may take longer than normal for you to respond.  It is likely where there is a high impact on individuals drawing on care that you will be communicating directly with them or where appropriate their power of attorney or deputy in the course of your service provision to them.  

Organisations impacted by the cyber attack may find it difficult to respond to subject access requests in the usual timeframes. A subject access request is when someone asks for access to their personal information, for example a copy of their social care record. Where this is the case, you should inform the individual who is requesting access of the expected delay, the reason for the delay and when you believe you will be able to provide the information to them. You should keep them informed throughout the process.

You may need input from your senior management on the best way to communicate about this. As some of the individuals impacted may be vulnerable, care professionals will need to determine how best to inform them.  
 
[bookmark: _vbuqwvcvnjxl]What other actions do I need to take?

Your organisation may have to use an alternative system, such as on paper or on a different electronic system, for making records as a result of the unavailability of data. You must ensure that information entered on any back up system is accurate, made available to the relevant staff when needed, and stored securely. You should consider any risks to the back up system, which may include using out of date data from existing paper records or other systems, or the potential for missing out necessary details when recording new information.
Once a local decision is made to reconnect the Advanced system, you must ensure that any recorded information on paper or another electronic system is appropriately transferred to the Advanced system.

[bookmark: _isxnzj1rw7am]Where can I get more help if needed? 

For IG related support you can contact - datapolicyhub@nhsx.nhs.uk 

If you need support from the Information Commissioner’s Office you can contact their dedicated mailbox - advanced@ico.org.uk

If you require immediate advice and guidance related to a cyber security incident, please contact the NHS Digital Data Security Centre on: 0300 303 5222.

The IG portal and the digital social care website also have lots of information to support providers on managing their data and information governance. 



Template website or noticeboard text  

Advanced, a third-party software supplier, has advised us that they have been subject to an external cyber attack. As a precaution, some of the software that is used by care providers has been taken offline.

The system(s) impacted at our organisation is [add system name(s) and description(s) from following list:

Caresys – which we use for care home management 
Crosscare – which we use for clinical patient management
Staffplan – which we use for care management
eFinancials – which we use for financial management]

This means that we cannot access the system(s) we usually use or have our usual access to the information needed to support people who receive care from us. However, we can assure you that we have plans in place to ensure our services continue to operate. As these measures are more labour intensive, it may take us longer to answer the phone or respond when you contact us.

We are working closely with Advanced to restore services and to ensure that we only reconnect services when it is safe to do so. This process is standard practice for a complex incident of this nature, so it may take some time. [Add anticipated timescales for resolution if known, for example we currently anticipate that it may take at least three to four more weeks for systems to be restored, but we are working to resolve this quicker where possible. Advanced has also published an update for each service on their website.]

As with any cyber-attack of this nature, there is an ongoing investigation into the attack to fully understand the impact. Rest assured that Advanced, the NHS and Adult Social Care organisations will comply with the strict requirements around reporting concerns about data. 

We will provide you with an update once the situation changes.  On behalf of [organisation name], I apologise for the impact this has on you.


