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23 August 2022

As you will be aware from recent media reports a major supplier to the healthcare sector (Advanced Computer Software Group Ltd) recently suffered a cyber-attack that has caused significant disruption across the UK.

 

The incident has resulted in several IT systems being taken offline. These systems include:

 

· Adastra – which is used for clinical patient management

· Caresys – which is used for care home management

· Carenotes – which is used for electronic patient record software

· Crosscare – which is used for clinical patient management

· Staffplan – which is used for care management

· Odyssey – which is used for clinical decision support

· eFinancials – which is used for financial management

 
What should I do now?

A key principle of the UK GDPR is that the personal data you process is adequate for the purpose for which you are using it. 

To comply with this requirement you must now:

· Check if you use any of the systems named above to handle your patients or service users information?

· If you do, check if this incident has resulted in your organisation being unable to access patients’ or service users information at any point?

· If it has, then you will need to report the matter to the ICO as a data breach using the data breach reporting form on the ICO website at https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach
The webpage includes a link to our guidance ‘Reporting a cybersecurity incident’ that provides further guidance and support. Should you need to report to the ICO please send your breach report form to the dedicated inbox at Advanced@ico.org.uk.
We appreciate your support in carrying out these checks and providing these details.
