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Cyber incident communication checklist for residential care services
Template produced by Digital Care Hub – September 2026
Complete, download, print and save offline
Document owner: ____________________ Version: __________ Date: __________ 
This checklist is for managers of care homes in England. Use it alongside your Business Continuity Plan to help you decide what to say, who to tell and how to update people when a cyber incident is suspected. It focuses on keeping care safe, using clear messages and working with suppliers were digital systems, connected equipment or building-based technology may be affected. A cyber incident is any event that affects the confidentiality, integrity or availability of your organisation’s IT systems or data. This includes malware, ransomware, phishing, theft, damage to IT systems or data, or problems caused by human error, power outage, fire or flood. Such incidents can make systems or information unavailable and may affect care delivery. 
Purpose of this checklist 
Help the person or people in charge decide how to communicate in the event of a cyber incident. 
Support continuity of safe care delivery as the first priority. 
Help you decide who to tell, what to say and when to update them. 
Remind those in charge to check reporting duties and record key decisions. 
Support non-technical staff during a stressful and uncertain situation. 
Complete, print off and keep these checklists in a place that you will be able to access if you have a cyber incident. 
Communication guidance 
Organisations that respond well to cyber incidents have clear, prepared messages that can be updated as the situation changes. 
Communicate early. Do this even if all the facts are not yet known. Say what is known, what is being checked and what action is being taken. Avoid speculation or unverified information. Early updates can help reduce misinformation and protect trust. 
Put care first. Every message should explain how care will continue safely. Show transparency, accountability and a clear focus on residents. 
Protect sensitive information. Do not share details that could help attackers or expose personal information. When using backup or informal communication channels, only share the minimum information needed. 
Keep messages simple and careful. Avoid jargon, technical detail, speculation, blame, downplaying the incident or giving absolute reassurances too early. Do not say that no data has been affected, or that everything is under control, unless this has been confirmed. Be empathetic and apologise to those affected where appropriate. 
Use one source of truth and update regularly. Staff, stakeholders and external parties should know where official updates will come from. Set a time for the next update, even if there is no major change. 
 
 

Section 1: Prepare before an incident 
☐ Define key roles – Your business continuity plan should include all key contacts to support during any emergency – including a cyber incident. You can use this template to record the key people in charge of a cyber incident – but cross check it with your business continuity plan. They should match. 
Consider whether you need more than one communication lead, for example for staff, people using the service and families, commissioners, or public and media enquiries. Make sure communication leads coordinate their activity. 
Checked by: ______________________________ Date: ________________ 
	Role 
	Named contact 
	Named deputy 
	Contact if systems are not working 

	Incident lead 
	 
	 
	 

	Communication lead(s) 
	 
	 
	 

	Data protection lead or Data Protection Officer (DPO) 
	 
	 
	 

	Technical or supplier contact 
	 
	 
	 

	Care continuity lead 
	 
	 
	 



☐ Keep printed copies and remote digital backups of important contacts.  Include staff contacts, people who use your service, emergency contacts, GPs, pharmacies, local authority and commissioner contacts, key supplier contacts and an up-to-date version of this checklist. Consider how you will identify people who may need priority contact or support, for example people with time-critical medication, safeguarding concerns, health risks or reliance on technology-enabled care. 
Checked by: ______________________________ Date: ________________ 

☐ Keep printed copies and remote digital backups of the information needed to deliver safe care within the care home. Include resident care plans, medication administration records (MAR), room locations, dependency information, safeguarding concerns, staff rotas and key decision points. Store any printed or offline information securely. 
Checked by: ______________________________ Date: ________________ 
☐ Keep an up-to-date supplier and system map. Record each digital system, connected device or building-based technology used in the home, the supplier, contract owner, support contact, out-of-hours contact, service level agreement and what care or building function could be affected if it stops working. This may include digital care records, eMAR, nurse call systems, falls sensors, door sensors, Wi-Fi, broadband, phones, access control, CCTV and any digitally controlled building systems. 
Checked by: ______________________________ Date: ________________ 
☐ Check cyber incident clauses in supplier contracts. Know what each supplier must tell you, how quickly they must respond, whether they must notify you of breaches, what out-of-hours support they provide, what backup and restore support is included and what evidence they will give you for investigation, reporting and recovery. 
Checked by: ______________________________ Date: ________________ 
☐ Check supplier remote access. Confirm which suppliers have remote access to systems in the home. If an incident is suspected, ask technical support whether any remote access should be paused, restricted or monitored until it is confirmed safe. 
Checked by: ______________________________ Date: ________________ 
☐ Agree backup arrangements for nurse call systems and digital alarms. Include bed sensors, fall detectors, pressure sensors and wandering alarms where used. Decide how staff will increase observation, record checks and escalate concerns if these systems are unavailable. 
Checked by: ______________________________ Date: ________________ 
☐ Agree backup channels for internal communications. These may include phone, SMS, WhatsApp, office landline or other approved emergency routes if usual systems or work devices are unavailable or not trusted. 
Checked by: ______________________________ Date: ________________ 
☐ Prepare short holding statements and answers to common questions. Have messages ready for people who use your service, families, staff, suppliers, the local authority, the NHS Integrated Care Board and other key contacts. These should be adaptable to cover different types of incidents.  Keep printed copies and remote digital backups with this checklist. 
Checked by: ______________________________ Date: ________________ 
☐ Agree how public messages will be handled. Decide who will approve and respond to any website updates, social media posts or media enquiries if public communication is needed. Public messages should be factual, careful and updated as the situation changes. 
Checked by: ______________________________ Date: ________________ 
☐ Practise at least once a year using a scenario where a key supplier system is unavailable, such as nurse call, eMAR, digital care records, Wi-Fi or phones. Include how you would contact the supplier, switch to manual processes, check care impact and update staff, residents, families and commissioners. 
Checked by: ______________________________ Date: ________________ 
 
 

Section 2: An incident has occurred 
Communicating during the first hours 
☐ Stay calm. You are prepared for this. Remember, it may take time to understand and resolve the issue. 
☐ Appoint the incident lead. If the named lead is not available, use the deputy. 
☐ Clearly assign incident response and communication roles, including who will approve messages. 
☐ Protect care delivery. Confirm which residents need priority care, medication, welfare checks or increased observation, especially where nurse call systems, digital alarms or monitoring systems are unavailable. 
☐ Protect medication safety. If eMAR is unavailable, confirm use of manual MAR charts, double-checking arrangements and contact routes with the pharmacy and GP if prescribing or medicines supply is affected. 
☐ Check building-based digital systems. Confirm whether the incident affects nurse call, alarms, door entry, Wi-Fi, phones, access to care records, eMAR, CCTV, lifts, heating, kitchen systems or other technology needed for safe running of the home. Record any manual workaround and who is responsible for checking it is working. 
☐ Switch to manual processes and backup communication channels if systems or data are unavailable or not trusted. Do not use affected systems again unless IT or security support confirms it is safe. Agree and record an alternative external contact number if the main phone system is unavailable. 
☐ Contact technical support or the affected supplier using a trusted route. Ask what system, equipment or data may be affected; whether you should stop using it; whether remote access should be disabled; what workaround they recommend; whether residents’ data may be involved; and when the next update will be provided. Do not rely on unexpected emails, links, payment requests or new phone numbers. 
☐ Record supplier updates and evidence. Keep a note of what each supplier says, who said it, when they said it, what action they advised, and any written confirmation or incident reference number they provide. 
☐ Brief staff at a high level. Tell them what is affected, what to do now, who to report to and what not to share externally. 
☐ Check your business continuity plan and start an incident log that includes communications. Record the time, issue, action, decision makers, messages sent and care impact. 
☐ Prepare and issue a short holding statement. Say what is known, what is affected, what is being done, what staff and residents need to do, and when the next update will be given. Adapt the statement for the different stakeholder groups (see table below), based on what they need to know at this initial stage. 
☐ Check reporting responsibilities with the DPO or data protection lead,   particularly if personal data could be affected. You may need to report to the ICO, local authority, commissioners, CQC, NHS or social care partners, GPs, advocates, families, suppliers and insurers.
People and organisations to inform 
Use this table to record who needs to be informed, what they need to know, how they are contacted and who is responsible. You can add date and time messages are sent in order to manage your communications – or this may sit within your full business continuity plan incident log. What you tell each group will depend on the nature of the incident. 
	Stakeholder 
	Tell them 
	Communication routes 
	Person responsible 
	Date &  time sent 

	Staff including care workers 
	What is affected, how to keep care safe, fallback process, who to report to, what not to share externally 
	☐ Phone, ☐ SMS, ☐ WhatsApp, ☐ Team call, ☐ Printed notes. 
	 
	 

	Residents and their named family contacts 
	Whether care is continuing, any change to routines, activities or visiting arrangements, and when they will hear again. 
	☐ Phone for high-risk people, ☐ SMS or ☐ Email where appropriate. 
	 
	 

	Local authority and commissioners 
	Care impact, service continuity risks, support needed, known data or system issues. 
	☐ Named contract route, ☐ Phone for urgent care impact. 
	 
	 

	Data protection lead, DPO, ICO, cyber insurance providers and other reporting routes 
	Check whether notification is required and what must be documented. 
	☐ DPO contact, ☐ ICO route, ☐ Contractual route. 
	 
	 

	Technology suppliers under contract 
 
	What has been observed, whether their system, equipment or remote access may be affected, what you need them to stop, isolate, restore or confirm, what workaround they advise, whether resident or staff data may be involved, when they will update you and what evidence they will provide. 
	☐ Trusted phone number, ☐ Supplier portal if safe, ☐ Account manager, ☐ Out-of-hours escalation route. 
 
	 
	 

	Care, NHS and operational partners 
	Care impact, changes to referrals, medicines, appointments, transfers or visiting arrangements, support needed and alternative contact routes. 
	☐ Named partner route, ☐ Phone for urgent care impact, ☐ Email if safe. 
	 
	 

	Care Quality Commission (CQC) 
	If the incident affects your ability to deliver care safely, inform them. 
	☐ Phone, ☐ Email. 
	 
	 


 
Do not name or blame a supplier publicly unless this has been agreed and confirmed. Keep messages factual and focused on care continuity, what is affected and what people need to do. 
Depending on the incident, you may also need to prepare public messages for your website, social media channels or media enquiries. These should be approved, factual and avoid sharing sensitive or unconfirmed information. 
 
Updates over time 
	Stage 
	Aim 
	Include 

	Initial 
	Acknowledge the incident and reduce uncertainty. Protect people whose data may be affected, manage key stakeholders, minimise reputational damage and advise that the situation is developing. 
	What is currently affected, care continuity steps, fallback channels and next update time. 

	Ongoing 
	Give staff practical instructions and prevent rumours. Keep internal and external parties updated, even if it is to say that the situation has not changed. 
	Staff instructions, changes to routines, activities or visiting arrangements, manual records, any support needed and known risks. 

	Closure 
	Brief key stakeholders that the situation has been resolved when it is safe to do so. 
Explain recovery and learning to reduce future risk and improve response plan. 
	What has been restored, any continuing actions, who to contact and lessons to review. 



Section 3: After the incident 
When the cyber incident has been resolved, you can use this checklist to check what else you need to do. 
☐ Confirm with technical support or the supplier that affected systems are safe to use again before returning to normal processes. 
☐ Review supplier performance after the incident, including response times, clarity of updates, workarounds, recovery support and any contract changes needed. 
☐ Tell key people when the incident is closed. Hold a short debrief with staff and relevant leads to review what happened, what worked well and what was difficult. 
☐ Check whether any follow-up message is needed for staff, people who use the service, families, commissioners or partners. 
☐ Review how communications worked including what messages worked well and what caused confusion. 
☐ Update your communications (e.g., emails, messages) templates. 
☐ Update contact lists and backup communication routes. 
☐ Update your Business Continuity Plan. 
☐ Identify and work on improving any weak areas discovered during the incident. 
☐ Confirm with the DPO or data protection lead whether any further reporting, evidence, communication or record keeping is needed 
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